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Bankking Trojans have lon
ng been use
ed to steal
userrs’ online banking crede
entials in North America
a
and Western Eu
urope. A crimeware tool primarily
y
used
d to steal mo
oney, ZeuS, signaled in a new wave
e
of cy
ybercrime where
w
differrent groups cooperated
d
with one another for onlin
ne theft.1 On the otherr
hand
d, CARBERP
P is a popular malware family thatt
speccifically targ
gets banks in Eastern Europe and
d
Centtral Asia. Though rece
ent reports reveal thatt
the mastermind
ds behind CA
ARBERP we
ere arrested
d

in A
April 2013, the days of online bankking theft in
n
2
Easttern Europe
e are far from
m over.
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h
http://la.trendmicrro.com/media/miisc/zeus-a-persis
stent-criminalre
esearch-paper-e
en.pdf

We uncovered a new cyberrcrime operation coined
d
the “Apollo cam
mpaign” due to the malware used
d
thatt appears to
o be a custom
mized ZeuS variant. The
e
atta
ackers speccifically target remo
ote banking
g
systtems used by most o
of the majo
or banks in
n
Easttern Europe
e. Based on the threat intelligence
e
deri ved from trracking thiss campaign, its delivery
y
mecchanism is similar to
o activities related to
o
targ
geted attackk campaigns.
h
http://www.zdnett.com/suspected-hackers-behind-carberp-botnete
eurograbber-arre
ested-700001358
80/
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What Makes Apollo Noteworthy?
The Apollo campaign exploits an old vulnerability
and uses highly customized malware to target
remote banking systems in Eastern Europe.
Remote banking systems grant clients access to
services such as managing bank accounts,
including payments and transfers, among others.3

What was the attackers’ weapon of choice?
In most of the incidents, the data appears to
indicate that attackers used fraudulent emails
allegedly sent by the Ukrainian government. The
spoofed Ukrainian government email addresses
were crafted to a certain degree of customization
by the sender. The message content was also
spoofed to appear as if sent by fssp@mail.gov.ua
with information about a court judgment.
These spoofed emails with malicious Microsoft®
Word® attachments exploited the CVE-2012-0158
vulnerability. CVE-2012-0158 is included in the
MS12-027 bulletin, which covers a vulnerability
that could allow remote code execution when
users visit websites containing the specially
crafted content.4

This widely used vulnerability was infamous for its
involvement with several global targeted attacks
in 2012 and allows attackers to effectively
infiltrate target networks.5 The attached
document
exploits
CVE-2012-0158,
which
ultimately downloads a malicious .EXE file from a
remote host.

How did the Apollo campaign up the ante?
The malicious .EXE file is a customized ZeuS
variant, which uses bot version 2.7.6.8. It also has
a specially named malicious component that
contains Webinject files for specific online banks
and payment services, all based in Eastern Europe.
In the past, banking Trojans like SpyEye and ZeuS
used Webinject files as additional tools to steal
victims’ personal online banking, webmail service,
and financial service account credentials. A
Webinject file contains several lines of JavaScript
and HTML code to mimic or create fake pop-up
notifications that ask users for their credentials
every time they access their online bank accounts.
In addition, Webinject files are capable of adding
extra fields for users to fill up.
The malware’s configuration file underwent an
interesting modification. Instead of the usual
redirection, the malware is instructed to download
four additional modules to take screenshots and
log keystrokes. Based on this observation, this
modification is likely used for banks with more
advanced authentication measures.

Figure 1: Sample spoofed email
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Special thanks to Nart Villeneuve for additional research.
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-20120158
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http://blog.trendmicro.com/trendlabs-security-intelligence/cve2012-0158-exploitation-seen-in-various-global-campaigns/
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Who Were the Targets?
This seems like a regional threat targeting Eastern
European banks similar to the recent Citadel
banking Trojan that targeted Japanese users in
early July 2013.6
We found more than 5,000 affected IP addresses
worldwide based on our sinkholing data. While we
expected Eastern Europe to be the most affected
region, we also found significant connections from
IP addresses located in the North American
region.

What Other Tools Did They Use?
The attackers behind the Apollo campaign used
popular tools and information-stealing malware
such as the Bleeding Life Exploit Pack, Pony
Loader, Ann Loader, and ZeuS. The malware used
in these exploit kits also had modules designed to
target remote banking systems.

What Can You Do to Help
Protect Your Organization?
The perpetrators behind the Apollo campaign
remain elusive even if they successfully leveraged
the underground ecosystem. By using more than
one exploit kit, attackers are aggressively finding
alternative means to target remote banking
systems in Eastern Europe. Though it is evident
that their modules and techniques are still in the
rough stages, it is interesting to see how these
techniques would turn out after making some
refinements.
Companies should use local and external threat
intelligence or indicators to identify the tools,
tactics, and procedures used by threat actors
when carrying out targeted attacks. As social
engineering via spoofed emails proved to be this
campaign’s weapon of choice, it is also essential to
educate employees against similar tactics.
Companies should also keep security-related
policies in place such as developing training
programs and simulations against real social
engineering attempts.
In addition, technologies such as Trend Micro™
Deep Discovery provide visibility, insight, and
control over networks to defend against threats
such as these. Deep Discovery uniquely detects
and identifies evasive threats in real time and
provides in-depth analysis and actionable
intelligence to prevent, discover, and reduce risks.
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http://blog.trendmicro.com/trendlabs-security-intelligence/citadelmakes-a-comeback-targets-japan-users/

TRE
END MICRO | RESEARC
CH BRIEF
TRE
END MICRO LEGA
AL DISCLAIMER
The information proviided herein is for general information and education
nal purposes onlyy. It is not intende
ed and should no
ot be construed to
o constitute legal
advice. The informatiion contained herrein may not be applicable to all situations
s
and ma
ay not reflect the
e most current sittuation. Nothing ccontained herein
uld be relied on or acted upon without the benefit of legal advice base
ed on the particul ar facts and circu
umstances presen
nted and nothing h
herein should be
shou
consstrued otherwise. Trend Micro reserves the right to modify
m
the contentts of this documen
nt at any time with
hout prior notice.
Tran
nslations of any material
m
into other languages are in
ntended solely as a convenience. T
Translation accura
acy is not guarantteed nor implied. If any questions
arise
e related to the ac
ccuracy of a translation, please refe
er to the original la
anguage official vversion of the docu
ument. Any discre
epancies or differe
ences created in
the ttranslation are nott binding and have
e no legal effect fo
or compliance or enforcement
e
purp
poses.
Altho
ough Trend Micro
o uses reasonable
e efforts to include
e accurate and up-to-date informa tion herein, Trend
d Micro makes no
o warranties or re
epresentations of
any kind as to its accuracy, currency, or
o completeness. You agree that access to and use of and reliance o
on this document and the content thereof is at your
own risk. Trend Micro
o disclaims all warrranties of any kin
nd, express or imp
plied. Neither Tre nd Micro nor any party involved in creating, produciing, or delivering
b liable for any consequence, loss, or damage, including direct, in
ndirect, special, cconsequential, losss of business prrofits, or special
this document shall be
mages, whatsoeve
er arising out of access to, use of, or inability to use
e, or in connectio
on with the use off this document, or any errors or o
omissions in the
dam
conttent thereof. Use of
o this information
n constitutes accep
ptance for use in an
a “as is” conditio
on.

Tren
nd Micro Incorpo
orated, a global le
eader in security
y software, strives
s to make the wo
orld safe for
exch
hanging digital information. Ou
ur innovative solutions
s
for co
onsumers, busin
nesses and
gove
ernments provid
de layered content security to
o protect inform
mation on mobiile devices,
endpoints, gateways
s, servers and the cloud. All of our solutions arre powered by ccloud-based
glob
bal threat intellige
ence, the Trend Micro™ Smart Protection
P
Netwo
ork™, and are su
upported by
overr 1,200 threat ex
xperts around the
e globe. For more
e information, vis
sit www.trendmiccro.com.
©20
013 by Trend Mic
cro, Incorporated
d. All rights reserrved. Trend Micro
o and the Trend Micro t-ball
logo
o are trademarks
s or registered tra
ademarks of Tre
end Micro, Incorp
porated. All othe r product or
com
mpany names ma
ay be trademarks
s or registered tra
ademarks of their owners.

nza Blvd.
10101 N. De An
Cupertino, CA 9
95014
U.S. toll free: 1 +800.228.5651
Phone: 1 +408..257.1500
Fax: 1 +408.257.2003

4

