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Introduction

Backdoors—applications that open computers to remote access—play a crucial role in targeted 
attacks.1 Often initially used in the second (point of entry) or third (command-and-control [C&C]) 
stage of the targeted attack process, backdoors enable threat actors to gain command and control 
of their target network.2

Backdoors allow attackers to establish a connection with their target network while evading 
detection. In fact, research reveals that many of the backdoors used in targeted attacks have 
been especially designed with the ability to bypass any kind of intrusion detection system (IDS).3

There are various techniques backdoors use to enable attackers to gain command and control of 
their target network. Understanding them can help IT administrators more effectively detect their 
presence and protect the networks they manage from targeted attacks.

Firewall Local DNS
server

 
Figure 1: Typical corporate network setup
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Figure 2: Typical targeted attack on a corporate network

Backdoor Techniques

Port Binding

Port binding—configuring information to determine where and how messages are sent or 
received—was commonly seen before firewalls became part of most corporate networks.4  
Back then, most servers had public IP addresses, making them vulnerable to attacks.

This technique could allow attackers to configure a backdoor to directly communicate or 
“bind” with a specific server port, allowing them to more easily take control of the affected 
server. Once a connection is established, the backdoor can spawn a simple shell to execute 
commands.
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Figure 3: Modified Radmin® Server software that shows a command  

prompt instead of the usual graphical user interface (GUI)

A popular application that uses port binding is Radmin Server.5 Although originally designed 
as a piece of remote access software for technical support purposes, attackers have 
modified Radmin Server components to infiltrate target networks.6 They typically modify 
the software so it would not display a GUI.

Although firewalls are now basic components of corporate networks, those that do not 
employ them remain vulnerable to port binding abuse.

Firewall Local DNS
server

C&C server

 
Figure 4: How port binding works
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Protection from Port Binding

IT administrators can prevent attacks via port binding by putting up a firewall that 
can block incoming connections from a backdoor.

Connect-Back Technique

A common means by which attackers bypass firewalls is via the so-called “connect-back” 
technique.7 Attackers use backdoors to connect victims’ systems to their C&C server and 
vice versa via ports that are not blocked by corporate firewalls. This allows them to remain 
undetected in target networks.

In order to bypass corporate firewalls, attackers must deliver a backdoor to their target 
network so they can connect systems to their C&C server and vice versa. This requires 
bypassing other protection means such as anti-malware solutions. Attackers often use 
emails to deliver backdoors to targets.8 It is also common for attackers to compromise and 
use servers with public IP addresses as C&C servers to better hide their tracks.

Port 21

Port 80 or 443

Firewall
C&C

server  
Figure 5: How the connect-back technique works

Protection from the Connect-Back Technique

Firewall and IDS usage on both the network and endpoint fronts can help IT 
administrators protect their organizations from attacks using the connect-back 
technique. Continuous monitoring for suspicious connections to external IP 
addresses for blocking purposes and conducting investigations, if necessary, also 
help.

Email scanning and/or filtering solutions to block emails with malicious attachments 
or that contain malicious URLs also help. Examples of these solutions include 
Trend Micro™ InterScan™ Messaging Security, Trend Micro Deep Discovery, and 
Trend Micro ScanMail™ Suite for Microsoft® Exchange™.9, 10, 11

Connection Availability Abuse

Attackers typically use several malware to infiltrate and maintain persistence in as well as 
to obtain confidential information out of target networks. An example of this is an attack in 
which the malware used to infiltrate a network differed from the malware that remained in 
the network to steal information.12



Trend Micro | Backdoor Use in Targeted Attacks

5

The initial malware—the “first-line backdoor”—primarily 
acts as a downloader of another malware—the “second-
line backdoor”—that steals information. In such an 
attack, the first-line backdoor ensures that the second-
line backdoor is installed in target systems while evading 
detection. In most cases, attackers use different C&C 
servers for their first- and second-line backdoors so that 
these would remain independent of each other.

First-line sample/downloader

Download second-line sample

Second-line sample

Connect-back (1)

Connect-back (2)

Victim

Another
C&C

C&C
server

server  
Figure 7: How first- and second-line backdoors work with each other in a  

targeted attack

To ensure that the final payload is executed on the target system, attackers constantly 
check for connection to their C&C servers through a ping or Netcat—a network utility that 
reads and writes data across network connections.13

In some instances, however, establishing a connection with C&C servers does not mean 
the attackers can also successfully bypass installed IDSs on networks, if any. Backdoors 
built with features similar to Netcat such as TSPY_DESLOC.AA have been used in attempts 
to establish C&C server connections while bypassing IDS detection.14

 
Figure 8: The backdoor accesses C&C servers while attempting to evade  
IDS detection via the additional parameter inserted to its code (screenshot  
was taken while running the backdoor in a simulated network environment)

Figure 6: Sample server script 
used as a second-line backdoor 

in a targeted attack
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In attacks that use this technique, the attackers can conveniently switch C&C servers to 
check the following on the target network:

•	 Is the C&C server’s IP address or domain name blacklisted?

•	 Is the target port protected by a firewall?

•	 Is the C&C server’s network signature blocked?

Successfully circumventing the above-mentioned protections allows the attackers to 
establish a temporary connection to the target system to execute routines such as 
transferring files.

Attackers also use single-thread backdoors to infiltrate networks though this technique 
has limitations. While transferring files, such backdoors cannot do anything else such as 
evading detection. So the bigger the size of the file being transferred, the longer it takes for 
the transfer and the greater the chances of detection.

 
Figure 9: The backdoor process attempting to transfer a file to a C&C  

server through port 443 (screenshot was taken while running the backdoor  
in a simulated network environment)

Protection from Connection Availability Abuse

Using a security solution that monitors network patterns such as Trend Micro Deep 
Discovery is an effective form of protection from attacks that use this technique. 
Note, however, that some backdoor patterns are harder to detect than others. Some 
backdoors do not exhibit network patterns and look like normal HTTP protocol, 
which could lead to false alarms.
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Legitimate Platform Abuse

Since bypassing security solutions is a primary goal of the backdoors used in targeted 
attacks, abusing legitimate platforms for malicious activities is not uncommon. A good 
example of this technique is an incident where blogs are abused to store C&C server 
information.15

 
Figure 10: Blog page that contains cipher text that, when decrypted,  

shows the C&C server IP address to access and the port to use
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Figure 11: List of C&C server IP addresses when the cipher text  

is decrypted

In this attack type, the backdoor first accesses the blog URL to obtain the cipher text. It 
then decrypts the text and accesses any of the decrypted IP addresses in the C&C server 
list. The attackers can easily change the IP addresses in the list by modifying the cipher 
text in the blog, allowing them to hide their tracks.

Firewall Local DNS
Server

C&C
Blog or social
media site

 
Figure 12: How legitimate platform abuse works
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Protection from Legitimate Platform Abuse

Blocking traffic to and from legitimate platforms such as blogs is tricky because doing 
so can result in false alarms. To prevent such an attack, it is necessary to decrypt 
the cipher text in order to obtain and block the domains it points to. Detection at the 
network level could also be accomplished by using network signatures although 
this could also result in false alarms.

Common Service Protocol/File Header Abuse

Attackers also abuse legitimate protocols such as those of instant messengers (IMs) and 
free email services to hide their tracks. We have, in fact, seen the protocols of IMs such 
as Windows® Live Messenger and Ajax IM as well as of email services such as Gmail™ 
abused by backdoors like BKDR_DESCLOC.A in targeted attacks.

 
Figure 13: Report the backdoor sends to the attackers via Gmail

An example of this is Terminator, a backdoor detected as FAKEM, which attempts to 
emulate the first 32 bytes of common legitimate protocol/file headers to evade detection, 
albeit unsuccessfully.16
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Figure 14: Four kinds of header that Terminator emulates for C&C  

communication purposes

Backdoors in attacks that use this technique are very difficult to detect if they emulate the 
entire header of a protocol/file. This would require a fully knowledgeable attacker. Such 
backdoors could also easily become unstable since the slightest error in the header could 
render them unusable.

Protection from Common Service Protocol/File Header Abuse

Because this could allow attackers to emulate legitimate network traffic, attacks 
that use this technique are impossible to detect at the network level. The only 
way to detect backdoors with this capability is through the use of an effective anti-
malware solution such as Trend Micro OfficeScan.

Protocol/Port Listening

Apart from changing C&C server URLs, ports, IP addresses, and domain names, attackers 
also modify the protocols they use for communication to evade detection. A PlugX variant, 
for instance, uses User Datagram Protocol (UDP) instead of the usual Transmission 
Control Protocol (TCP) to access its C&C server.17 This backdoor had a simplified TCP 
header at the beginning of data transmission to prevent loss, however, since UDP does 
not have three-way handshake and congestion control capabilities. Handshaking allows 
the backdoor to verify the connection between two systems.18
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Figure 15: PlugX uses UDP to access its C&C server

 
Figure 16: PlugX implements part of its TCP header in UDP

Samples found do not only use UDP to access the C&C server but also use Internet Control 
Message Protocol (ICMP). This particular option has been built into the PlugX controller, 
which allows attackers to specify which C&C server to access and which protocol to use 
among TCP, HTTP, UDP, and ICMP.
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Figure 17: PlugX backdoor’s connect-back settings

 
Figure 18: PlugX’s controller can listen to several ports and for protocols  
at the same time so it can better choose which protocol and port to use  

for C&C communication
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Protection from Protocol/Port Listening

Blocking backdoors that can use various protocols and ports to communicate with 
their C&C servers require certain firewall settings to ensure that only the necessary 
ports are open to certain protocols. IT administrators could, for instance, block all 
ICMP traffic from coming into or going out of their networks. Even though this is a 
secure setup, it may also cause significant inconvenience to users. However, since 
Domain Name System (DNS) lookups use UDP port 53, it is often left open as 
backup when the local DNS server goes offline.

Custom DNS Lookup Use

Blacklist implementation in a network environment allows firewalls to block access to C&C 
server IP addresses. Access to C&C server domain names, however, cannot be blocked 
by firewalls since these do not block traffic until after a DNS lookup is triggered. Blocking 
queries to the DNS server is thus done instead.

To bypass security measures, attackers trigger a custom DNS lookup query to Web 
services to divert traffic going to the real C&C server IP address.

 
Figure 19: Custom DNS lookup query the backdoor sends to a Web service
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(Blacklisted)

 
Figure 20: How normal (top) and custom (bottom) DNS lookup queries work

Even though this technique appears simple, it can allow attackers access to C&C servers 
even if their domain names are already being blocked by the target’s local DNS server. 
They can also choose when to open the servers to connections by modifying their DNS 
records to only access the IP addresses, 0.0.0.0 and 127.0.0.1, when these are not in use 
to evade detection.

Protection from Custom DNS Lookup Use

Since custom DNS servers are not malicious in nature, it is not possible to block 
access to them when backdoors attempt to access customized server domain 
names instead of C&C server IP addresses. IT administrators have to determine 
the IP addresses the customized domain names point to and block access to them 
instead via firewalls and IDSs.

Port Reuse

Port reuse requires the use of a kernel mode, also known as “Ring0,” driver to execute 
routines.19 Backdoors with this capability use the Network Driver Interface Specification 
(NDIS) or Windows Filtering Platform (WFP) to listen to already-open ports on a target 
system. Attackers who use such backdoors can reuse any open port without causing 
running services to change.

 
Figure 21: Ring0 backdoor import functions related to packet injection20
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Using a kernel mode driver in 32- and 64-bit Windows systems allows such backdoors to 
filter signatures, execute commands, and reply with results. Attackers, however, need to 
steal signed certificates for their backdoors on Windows 7 so these would run on 64-bit 
systems.

Backdoors with port reuse capability specifically in Ring3 can also be implemented in user 
mode. If raw sockets to filter backdoor connections are used in user mode, a process could 
trigger detection. Attacks where the backdoor is registered as a Service Provider Interface 
(SPI) process leave evidence in the system registry and could be detected.

Same port

Victim server Firewall

Attacker

Normal
users

(Open service) (Open service port)

 
Figure 22: How port reuse works

Protection from Port Reuse

Backdoors that have port reuse capability are difficult to detect. Endpoint security 
solutions such as anti-malware or file/process-monitoring products (e.g., Trend 
Micro™ Titanium™ Security and OfficeScan™) can be helpful as well as network 
IDSs and intrusion prevention systems (IPSs).

Conclusion

Attackers are constantly improving their tactics. As such, apart from protecting systems and 
networks against targeted attacks, organizations must also make sure that their IT administrators/
teams stay aware and updated on security.

The methods of protection described in this paper are not fool-proof but they can effectively reduce 
infiltration risks. Unfortunately, IT administrators are at a disadvantage compared to attackers. IT 
administrators need to know every possible means by which their networks can be breached 
and must then find a way to protect it. Attackers, on the other hand, only need to find a single 
weakness to exploit in a target network to succeed. The weakest point—the human factor—makes 
awareness a critical component of securing networks.

In sum, IT administrators must not only have sufficient know-how and expertise on securing their 
organizations’ networks but must also be equipped with the right solutions and tools that can 
timely and effectively detect potentially malicious activities in their networks.
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